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1 Introduction

Sensor networks have emerged as a promising tool for monitoring (and possibly actuating) the physical world, utilizing
self-organizing networks of battery-powered wireless sensors that can sense, process and communicate. These sensor
networks can be rapidly deployed and at low cost, thereby enabling large-scale, on-demand monitoring and tracking over a
wide area. The sensors can be deployed where it is difficult to monitor otherwise, such as natural or man-made crises like
severe weather, wild-fires, earthquakes, volcanic activities, chemical, biological or nuclear agents, structural and habitat
monitoring. Generally the model of sensor networks is: the sensors measure physical properties at different spatial and
temporal positions, signal processing and data assimilation is performed in-network, queried results are communicated
with one or more data sinks, and the sinks monitor, compute or actuate based on the data.

I propose the design of an adaptive cross-layered Sensor Network Architecture for enabling multi-scale collaboration
and communication. In sensor networks, energy and communication bandwidth are scarce resources, while applications
exhibit a limited set of characteristics. Thus, there is both a need and an opportunity for adapting the network architecture
to match the applications, in order to minimize the resource consumed and extend the life of the network. There are
various requirements and limitations of sensor networks, which make their architecture and protocols both challenging and
divergent from the needs of traditional internet architecture.

Many applications, such as large-scale collaborative sensing, distributed signal processing, and distributed data assimi-
lation require the sensor data to be available at multiple resolutions, or allow fidelity to be traded-off for energy efficiency.
The architecture I propose enables scalability, localization and resolution-tuning, while simplifying application design by
providing communication abstractions. Examples of a few applications of this multi-scale approach are as follows:

e Multi-resolution Data Extraction: A monitoring application requires variable resolution of sampled data. It requires
higher resolution during operation at specific times of day or during periods of large variation, but lower resolution
at other times. Also, a finite energy budget might be given, and the resolution has to conform to this budget while
providing the best possible resolution.

e Requisite Resolution Drilling: An application wants to receive higher resolution data from a specific region, but
lower resolution data from other regions. The specific region might be a high security building thereby requiring
better monitoring, or the region might be deemed of interest because of the nature of low-resolution data emanating
from it.

e Hotspot Localization: Analyzing the data from a multi-scale monitoring framework, an application deems an area
to be a hotspot, and requires to map the sensors to the geographical location. The hotspot might actually be a fire in
a specific place, or maybe due to malfunctioning sensors in that region to produce anomalous data.

As the sensed data are measured quantities governed by laws of physics, there is considerable temporal and spatial
locality which are present. For example, a sensor measuring temperature will have a high correlation with nearby sensors
measuring temperature as well as with its previous sensed values. A simple hierarchical structure while providing multi-
resolution will not be able to exploit such correlation effectively. A network hierarchy aligned to the communication flow
can lead to efficiency in the amount and frequency of data to be transmitted. Thus a self-organizing, self-adapting sensor
network architecture is formed, optimized by feedback from the application.

My architecture also takes advantages of the fact that sensor network applications have limited set of behavior, when
compared to completely generalized network applications. The communication pattern — source-destination pairs as well
as duration and periodicity — is known apriori in many applications. As opposed to multi-hop forwarding in ad hoc
networks, in sensor networks, fusion of data takes place while being forwarded thereby possibly reducing communication.
These application behavior provides opportunities to adapt the network protocols to match application requirements. These
adaptations require cross-layer optimizations in the networking stack, which goes beyond the strict protocol layering.



The contributions of my thesis are as follows:

1. SensorStack Architecture — I propose a sensor network architecture in Section 2, which enables cross-layering
optimizations and adaptive protocols. An Information Exchange Service (IES) provides a publish-subscribe interface
for notification of events, facilitating protocol adaptation.

2. Multi-scale Data Service — I design a self-organizing adaptive hierarchical overlay for multi-scale communication,
and provide communication primitives to simplify application design in Section 3.

3. Hierarchical Medium Access Scheduling — I design a medium access scheduling component tailored for the
hierarchical data service layer in Section 4. The scheduling achieves time division multiplexing by taking advantage
of the communication characteristics.

4. Adaptive Synchronization — In Section 5, I provide a clock synchronization service with an adaptive synchro-
nization granularity. I convert service specifications to actual protocols parameters to provide synchronization with
minimum overhead.

2 Adaptive Sensor Architecture

Wireless Ad hoc Sensor Network(WASN) [45] has recently attracted a considerable amount of attention due to its appli-
cation potentials. Despite similarity to research issues in ad hoc networking and distributed systems, there are several
requirements that are fairly unique to WASN leading to many recent innovations to the different layers of the traditional
protocol stack. These unique characteristics of sensor networks which differentiate them from traditional networks are as
follows:

e Resource constraint: Sensor nodes are resource-constrained in energy, computational and communication abilities.
There are many applications where WASN will be deployed in remote areas, such that the nodes are either physically
unreachable, or the cost of recharging them prohibitive. To increase the WASN application lifetime, there is a need
to optimize energy consumption at all layers.

e Data-centric routing: Typically, the sensor applications do not care about the specific source providing the data; it
cares more about the content provided. For example, an application wishes to find out the maximum temperature
in a region, and the sensor nodes to be contacted for this purpose is not known apriori. This is very different from
traditional internet routing and more aligned to content-based routing. To handle such needs, low-level naming of
the nodes and interest-based data routing have been proposed by recent research [22].

e Adaptability: Sensor networks have a limited set of applications with specific set of requirements. So, the stack can
be optimized for these applications, which is not possible in a completely generalized application scenario. This is
an opportunity which should be taken advantage off, in order to better serve the application demands with limited
resources.

e Large scale: WASN might consist of thousands of sensor nodes, much larger than typically realized in ad hoc
networks. This makes the traditional way of stateful routing impractical because of the size and number of routes.

e Data Fusion: In sensor networks in-network data fusion is done at every hop by the application, instead of mere
forwarding. This takes advantage of the correlation existing between nearby sensors. Called in-network processing,
this technique is very useful for reducing communication cost. Support for this fusion needs to be inbuilt into the
stack for performance reasons.

e Stack Services: Localization and synchronization are of paramount importance for sensor network applications.
Stack should provide these service adequately and efficiently. Various other services provided in traditional stacks
like flow control at transport layer and node fairness at medium access layer are not generic requirements for a large
class of applications. Putting them in the stack incurs considerable performance penalty for applications not needing
these services, and hence should be handled in the end-to-end fashion [8].

Traditionally, layering has been used as a design principle for networking stacks. This technique organized a network
system into a succession of logically distinct entities, such that the service provided by one entity is solely based on
the service provided by the lower level entity. This is important to deal with complex systems, as the explicit structure
allows identification of the relationship between the pieces. This modularization eases maintenance, updating of the system
components, and the change of the protocol in a layer is transparent to the rest of the system. However, the temptation and
need to incorporate cross-layer adaptation is paramount in sensor network architectures. This is a manifestation of the ever
present tension between architecture and performance, but I believe that for sensor networks, performance (and efficiency)



have a strong case because of the needs (resource-constraints) and opportunities (limited application behavior) presented.
In providing a design for cross-layer interaction however, care should be taken so as not to lead to spaghetti design, which
becomes difficult to evolve further [29].

In an effort to address these WASN characteristics, most research efforts to date in sensor networks have either com-
pletely ignored the traditional network stack and specialized the transport to suit the specific approach (e.g. data dif-
fusion [27]), or have made localized modifications using the traditional Open Systems Interconnection (OSI) reference
model [28] as the de facto standard (e.g. PicoNode [47]). The standard sensor node OS called TinyOS [23], provides the
lowest layer of networking stack, MAC, giving a messaging service, and all routing and fusion logic is provided as an
application on top of it. This is done due to the limited resources of the current sensor nodes. My proposed stack extends
this to provide services like fusion, routing, filtering, and synchronization within the stack in more powerful future sensor
nodes. There has also been considerable research effort directed at the different layers of the OSI model, but most of them
have tended to treat the layers independently as encouraged by the OSI model. Though there has been some cross-layer
optimization efforts, much more optimization is possible if the layers are treated together.

I believe that this is an appropriate time to think of a new design of the protocol stack for future sensors. I also believe
that CPU and memory will not be constraining resources in future, but energy will remain to be. As sensor networks will
become pervasive and powerful in the foreseeable future, it is counter-productive to design a customized stack for each
application. On the other hand the traditional stack is inappropriate to WASN as explained above. With this motivation, I
list the design goals of a stack for sensor networks and sketch the architecture.

2.1 WANSN Stack Design Requirements

This section identifies a set of requirements for the SensorStack, a new protocol stack suitable for WASN environment.

Cross-layering : SensorStack should make the relevant information from one layer available to other layers such
that the other layers can take more informed decision. The resource constraints of WASN demands the need to achieve
optimization in an integrated way.

Adaptability : SensorStack should allow applications to tune the stack behavior and thus adapt itself to application-
specific needs. Applications will have access to information about the user requirements, the network topology, etc, and
these information can be used for improved decisions at the protocol stack : which route to take for data transmission,
whether to do error checking or not, what duty cycle should be used for the low-power radio, etc.

Supporting application-specific adaptation can be taken in two extremes: first, stack is implemented for a particular
application and the application directs the stack behavior without any intermediate abstractions, and second, the stack
is implemented for a class of applications and applications direct the stack behavior via a broker service. SensorStack
adaptation is not suitable for the first category, because this will need different protocols to be written for different sensor
applications and these protocol codes to be loaded into network stack at run-time. Since the class of sensor applications
have many common requirements, it seems plausible to support the application-specific adaptation via the broker service.

Network Programming Interface: SensorStack should provide an interface for addressing of the nodes via a pro-
gramming interface. If the stack understands the concept of logical naming, then data-centric routing can be supported
effectively. For example, if a node wants to send a data packet to gather temperature from the nodes in region X, the logical
name of the destination becomes : ‘“‘nodes in region X . This can be supported by flooding the information, as is done in
directed diffusion. Here, every node who listens to the packet will compare its own location with X, and accordingly it will
decide whether to reply with its temperature data or ignore the packet. This happens at application layer, which means the
data packet has to travel to the application layer at every node in the network even for nodes not lying in the region X.

In-stack Data Fusion : SensorStack should provide mechanism to do data fusion in the protocol stack. If fusion logic is
made part of the protocol stack, the data packets do not need to reach the application layer at the intermediate hops between
source and destination nodes. This will improve the end to end latency of data packets. Also, by providing the common
fusion requirement of sensor application as a separate module, application development can be made more modular. Thus,
same fusion code can be used for multiple applications alleviating the load on resource constrained sensor nodes.

2.2 SensorStack Design

Based on the requirements discussed in previous section, I sketch the proposed SensorStack. Figure 1 presents this new
proposed stack. The three main mandatory services needed to the sensor applications are Medium Access, Data Service,
and Data Fusion. The services are situated logically in the outgoing data flow path in the shown order — 1. Data Fusion,
2. Data Service, and 3. Medium Access. The path from incoming packets might go all the way up to the application if the
node itself is the destination, but can be handled in the Data Service or the Data Fusion layer if the node is an intermediate
hop. The additional services like Clock Synchronization and Localization are in the control path and vertically integrated,
providing the services to the application as well as to all the modules in the stack. Information Exchange Service (IES) acts
as the broker among different service modules and the application to improve cross-layer optimizations. Below I describe
the SensorStack architecture, of which I will build a few building blocks later in the thesis.
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Figure 1: SensorStack

Information Exchange Service: This service acts as a information database and notification service. It serves two main
purposes: allowing cross-layer optimization by making one service’s information available to another service, and making
application requirements available to the different layers. By having a generic information exchange service, SensorStack
can make the information available transparently, and it can control the information access and update rights in a centralized
manner. This solves the problem of cross-layer design leading to very complicated dependent stack modules.

This service can be provided as a publish/subscribe API. Different protocol layers and the application layer can publish
and subscribe to the relevant information. For example, some sample cross-layer interactions provided by IES include:

e A node monitoring service may be running at the application layer and it can publish the information to IES. This
health information can be subscribed by different protocols in the stack. It can be used to do the next hop selection to
choose the maximum energy path. Similarly, location information can be used to support geography-aware routing.
It can also be used by MAC layer to do energy optimization, like adjusting the transmission power or to adjust the
directional antenna.

e Clock synchronization between nodes is essential for many applications like tracking and monitoring, as also to build
an efficient medium access protocol.

e The data communication schedule information can be published through the IES. This information can be used to
schedule the radio wake-up and sleep, or to do energy-efficient medium access control. Application can directly
publish this information if it knows its communication need, or a sub-service can be implemented that generates the
communication schedule by looking at the traffic pattern.

e The data service layer and the medium access layer can use application data unit size to decrease the packet fragmen-
tation.

e The medium access layer can provide the latency and congestion between itself and a neighboring node, and this
information can be useful to do congestion control by the data service layer.

Medium Access : This layer provides the traditional TCP/IP’s MAC layer service, i.e. medium access for hop-to-
hop data transfer and the channel error control. The medium access layer can use the following information for better
efficiency: Fusion functions of the application which help it to determine the amount of data compression in a multi-hop
route, the routing structure which provides efficient scheduling of the nodes, and periodicity of application data generation.
In section 4, I show how this information obtained through the IES helps build a more efficient medium access layer.

Data Service : This layer provides two main services, namely, provides an abstraction for delivery of data based on
content and type rather than address, and efficient implementation of necessary information flow. In Section 3, I provide
an clustering hierarchy which optimizes the communication flow based on interaction with the application. It also provides
network programming interfaces which abstract the details of low level communication and provides a data-centric routing
interface.

Data Fusion: This layer needs to support both types of fusion mechanisms: first, where the data packets are required
to be fused at every hop, second, where the data packets are to be considered for fusion only at the (application-specified)
selected nodes or the destination before the data is delivered to the application. The first kind of fusion mechanism is meant
for hop-to-hop data transfer, and is useful for application scenarios where every node is sensing some useful data that needs
the in-network fusion [35]. The second kind is useful for supporting more traditional way of doing fusion at the end-points,
when only some nodes are contributing towards the information that is being sought [32]. Creating a specific instance of a
Data Fusion layer is outside the purview of my thesis.



Helper Service: Helper services are responsible for supporting data capturing, data presentation at the sink, and
providing other services that can be used to adapt the SensorStack for the application-specific demand. Localization and
synchronization are two important services that need to be part of SensorStack, and are placed in the helper service. The
localization and synchronization service is configured and publishes location and time information through the IES. For
example, the accuracy and granularity of clock synchronization is controlled by the various modules requiring synchro-
nization, and clock synchronization module provides the requisite service. This is elaborated and a solution presented in
Section 5.

2.3 Related Work

OSI reference model provides the basic framework for development of standards for interconnecting two or more systems.
TCP/IP stack has similar motivation and structure as the OSI model. Each layer in OSI provides a set of services to the
subsystems in the layer above. In providing these services, a layer implements a set of functionalities using the services
made available by the layer(s) below.

The layered model of the TCP/IP stack and the OSI reference model encapsulate the issues appropriate to the related
tasks within each layer. In a standardized way, this layering allows transparent access to all lower-level functions, and
makes it possible to upgrade any given layer without the redesign of other layers. The strength of layered approach lies in
its modularity. Every layer now can be supported by different vendors, or implemented for different hardware platforms,
and yet the overall stack can be realized by simply combining the appropriate protocols for every layer. This modularity
leads to simplicity by hiding the complexities of the lower layers.

While the TCP/IP stack has been in common use on general purpose machines, they have also been adapted for more
specialized networks or application needs. Specifically, research projects have looked at the scope of cross-layer optimiza-
tions in TCP or UDP stack for wireless networks. For example, there have been proposals [44, 20, 62] for sharing the
physical and MAC layer knowledge of wireless medium with the higher layers for efficient allocation of network resources
or for congestion detection. Similarly, research for providing QoS-based services has sought for cross-layer collaboration
in network stack [5]. But, these cross-layering efforts have only increased the complexity of the protocol stack, with the
layers being much more dependent upon one other, and less modular than the original stack.

Application-specific network protocol design has been explored by some projects. Plexus [16] allows applications to
achieve high performance with customized protocols, where the application-specific protocols are installed dynamically
into the operating system kernel. But, Plexus needs the protocols to be written in Modula-2, a type safe language, and it
runs only in the context of the SPIN extensible operating system [3]. Exokernel [15] presents an architecture to permit the
application-specific customization of operating system abstractions, including the network resources. While Exokernel pro-
vides a suitable architecture for supporting application-specific protocol stack, it is unclear what set of network abstractions
will be suitable and/or sufficient for the evolving WASN environment and WASN applications.

Berkeley motes use TinyOS [23] operating system. TinyOS uses active message based networking and provides only
the minimal networking support to the applications because of the extreme hardware constraints of the motes. This limits
the types of applications that can be efficiently supported. The network stack used by PicoNodes at Berkeley [47] identifies
the need for many WASN specific situations (such as keeping the transport layer off the stack), but it still does not support
application-specific adaptation and other WASN design goals.

3 Data Service

In this section, I propose an adaptive network architecture that matches the communication characteristics of different
applications by optimization based on application feedback. I design a hierarchical overlay to handle aggregation, dissem-
ination, and multiple resolution, and I leverage the Abstract Region [55] architecture to handle local collaboration between
nodes. These overlays coexist and serve different purposes; together they efficiently support a wide range of different
application data communication patterns. To simplify the application design, I provide a set of Network Programming In-
terfaces to abstract the details of low-level communication. Applications specify their communication needs through these
interfaces; the architecture then uses this information to optimize the communication data flow.

Many applications, such as large-scale collaborative sensing, distributed signal processing, and data assimilation, re-
quire the sensor data to be available at multiple resolutions, or allow fidelity to be traded-off for energy efficiency. I form a
self-organizing network hierarchy that can scale to very large numbers of nodes and enables multi-scale data communica-
tion. This multi-scale hierarchical overlay adapts to form clusters such that data communication becomes efficient. While
a self-organized hierarchy has been known to scale well, this is the first proposal to align the network hierarchy with the
application data flow.

After overviewing related work in Section 3.1, I describe the hierarchical overlay in Section 3.2. Section 3.3 details the
initial design evaluation.
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3.1 Related Work

Various protocols and architectures have been proposed over the years for sensor networks. Earliest were the diffusion
class [27] of algorithms, which are effective in aggregation and dissemination communication abstractions but cannot
support multi-resolution communication required by many applications. There are various ways of implementing these
diffusion algorithms depending on the application behavior, such as two-phase pull, one-phase pull, and push. The specific
diffusion behavior can be chosen by the application to match its requirements [21]. GARUDA [42] is an architecture that
handles reliable delivery of downstream data under various notions of reliability.

Fractional Cascading [18] and DIMENSIONS [17] have recently been proposed to handle multi-scale data communi-
cation. I extend their design, which is essentially for storage and retrieval of sensor data, to have more general applicability.
Their architecture is based on a regular grid structure and assumes regular data sampling. However, practical multi-scale
transforms need to accommodate networks with arbitrary irregular placement of sensors; I achieve this using the self-
organizing hierarchy. My architecture adapts to the node collaboration requirements to make the networking more efficient,
which is not addressed in these two previous approaches.

SDIMS [60] is another hierarchical approach that is more targeted toward wired networks but can be adapted for
wireless sensor networks. This approach provides a flexible API for configuration but does not address the adaptability to
application requirements. It does have a tunable interface for a tradeoff between latency and overhead for added flexibility.

The goal of Abstract Regions [55] is to simplify the application design by providing abstract interfaces to hide the
details of low-level communication. It proposes the concept of neighborhood as a programming unit, and shows how
various applications can be efficiently written using it. Many applications need multi-resolution data though, and my
architecture addresses the abstraction requirement for such applications. The Abstract Region concept of neighborhood
is thus complementary with my approach, and both together encompass a much wider range of application requirements.
Hood [56] is another approach to providing a programming abstraction, but it is also targeted toward neighborhood-based
programming models only.

3.2 Hierarchical Overlay

I design the hierarchical overlay for efficient aggregation, dissemination, and multiple resolution of application data. In this
overlay, a self-organizing hierarchical clustering is formed, inspired by the self-organization component of protocols like
Safari [12] and L+ [6].

The hierarchy is a recursive organization of nodes into cells, cells into supercells, and so on, based on an autonomous
self-election of a subset of the nodes into drums, and iteratively drums self-electing to become higher level drums, and
so on. The drum is also called the parent for all nodes within its cell. Figure 2 shows an example cell hierarchy. In the
figure, nodes 1, 2, 3, 4, 5, and A group together to form a cell (called fundamental cell) with node A being the drum for the
cell. Each of the drums in the network, namely nodes A, B, C, and D form a higher level cell with node C being the drum
for that higher-level cell (called a super-cell). This hierarchy formation goes on iteratively until all the nodes come under
one highest level cell. The self-selected drums aid in this hierarchy formation by sending periodic beacon packets during
initialization or during topology change.

Each node can be thought of as a level O cell and a level O drum (level 0 drums do not send beacon packets). Every
level k£ drum is at the same time also a level ¢ drum, for all ¢ < k. This hierarchy formation algorithm is distributed,
with no central coordination. Drums of the same level are roughly uniformly spaced, with higher level drums more sparse



Algorithm 1. Cluster Formation

1: repeat

2 Drum; wait for a random time up t0 Trmaz

3 if Drum; does not hear a higher level drum beacon, or is not the highest level drum then

4: Steps up to level ;1 and starts sending periodic beacons with hop limit of D11 = a X Dy = o' x Dy
5:  else

6: Associates with the nearest drum;1, randomly choosing between equivalent forwarding paths.

7

8

end if
if Drum,; hears any non-duplicate beacon by a drum in it’s super-cell then
9: Drum,; forwards the beacon.
10:  endif
11:  if Drum,; hears any beacon; < D; hops away then
12: The drum with the lower id steps down to level; _1
13:  endif
14:  if Drum; hears any beacon;y1, which is closer than current beacon ;1 then
15: Drumy; associates itself with the closer drum
16:  end if

17: until All nodes are assigned stable coordinates

than lower level drums. A coordinate of any drum at level 7 is the concatenation of the coordinate of the level ¢ + 1 drum
with which it associates, along with a unique identifier. This unique identifier can be any random string large enough to
avoid collisions. I use an address assignment technique proposed in TreeCast [39], whereby the nodes are given compact
addresses minimizing the length of address strings. Various sensor applications require the identifiers of nodes along with
their values, and this technique leads to efficient encoding of the identity (and location) of the nodes.

In the initial startup period, each drum sends beacon packets (beacons) periodically, containing the beacon sequence
number, the drum level, and a hop count, which aids in the hierarchy formation. These beacons are forwarded by all nodes
within the hop count limit or those within the cell defined by the parent of the drum sending the beacon. In Figure 2, the
beacons from node B reach all the nodes in super-cell I. The beacons sent during this initial phase also give the shortest
path from any drum of level ¢ to its associated higher level drums and the drums in the same level within its super-cell.

Algorithm 1 shows the Cluster Formation algorithm. A drum of level ¢ is denoted by drum,;, and drumg denotes the
nodes. Beacons sent by drum,; are denoted by beacon;. D is the fundamental cell diameter and is dependent of the cluster
size required by the application.

The drums wait a random time between 0 and 7',,,,,., before deciding whether to become a higher level drum or associate
with another drum. When a node has more than one equivalent drums to choose from, it chooses any one randomly. Also
for the same drum, there might be multiple paths through different forwarding nodes, one of which is also chosen randomly.
This leads to balanced forwarding trees being formed, thereby evenly distributing the load amongst nodes in the network.
The association scope of the drums, determined by the hop limit of the beacons, increase geometrically with the level of
drum. Decreasing « increases the number of levels in the hierarchy while reducing the number of nodes in each level,
whereas increasing the « has the opposite effect. Lines 8-10 of the algorithm ensure that the beacons of any drum reach all
nodes within its super-cell. Lines 11-13 ensure that no drums of same level form too close to each other, as that reduces the
efficiency of the clustering. Lines 14-16 make the hierarchy evolve such that the drums are always associated with closest
higher level drum. The number of levels formed in the hierarchy is of O(log(/N)), where N is the number of nodes in the
network. As a simple analysis of the cost of the algorithm, if instantaneous propagation is assumed, then all [evel; drums
are separated by D; hops, with very high probability, and so the total startup phase is of O(T,q. log(N)). Therefore the
latency can be made smaller by reducing 7}, to an optimal value.

The hierarchy formed can be analyzed using the Random Sequential Adsorption (RSA) model, since under the instan-
taneous propagation approximation, the hierarchy formation conforms to the RSA model [12]. The average number of

level 1 drums formed is
N
ﬂ'Tp

where NV is the number of nodes in the network, p is the node density in hop-metric sense, its value depending on the
transmission range and spatial density of nodes. When applied to multiple levels of the hierarchy, this gives us

n; Dit1 2
- s 2
Nit1 < D; ) @

where n; is the number of level ¢ drums.

3.2.1 Adaptive Hierarchy

During startup, each drum sends beacon packets periodically, which are forwarded by all nodes based on a policy of
geographical (hop count) proximity. These beacons then induce a cell hierarchy that is proximity based. In various sensor



Algorithm 2. Recluster (Selectors)

1: Drum sends out beacons with Selectors

2: Nodes matching the Selectors (re)select the Drum as their parent

3: if Any node become orphan or cell is sub-optimal then

4: It sends Solicit Beacons with specified Selectors

5 Nodes matching the Selectors respond with Beacons

6 Choose the drum most suitable with respect to the Selectors, and become a child of the drum
7: end if

network applications, proximity is a good measure of correlation and hence of data interchange. So, the above approach of
cell structure formation matches the collaboration between and nodes.

In many other applications though, the collaboration and communication take place between nodes based on various
other constraints. For example, nodes with similar magnetic field or temperature readings within a neighboring scope might
need to communicate more often. So, if the clustering hierarchy matches the collaborative set of nodes, communication can
be efficiently abstracted and implemented. I use some application specified filters, called Selectors, to align this hierarchy
to match the collaboration and communication sets of nodes.

I define a Selector as a tuple of { attribute, value, operator ), where attribute is any application specified variable, and
value is a valid element from the range of the attribute. The operator is a binary operation (such as >, <, or =) with value
being one of the operands. I extend the definition of a Selector to form:

Selectors = Selectors N\ Selectors
|  Selectors \/ Selectors
| (Selectors)

| Selector

|

null

The values for the attributes are shared between the application, sensor hardware, and the networking layer through the
IES, which enables the Selectors to be evaluated at the networking layer. An operator needing a time-series of previous
attribute values might entail the sharing of whole data structures of application computed values. Currently only scaler
operators are supported; more complex operators could have application-defined call-back functions to enable them to be
evaluated by the application.

The beacons of drums are forwarded by a node if the hop count in the beacon packet is less than a specific value and
the specified Selectors evaluates to true for the attribute values in that node. For an empty Selectors, the effect is to forward
the beacons based only on hop count.

Reclustering of the network hierarchy to adapt it closely to the communication flow is initiated by the application
locally in cells where adaptation is needed. This is best judged by the application, as the networking layer does not have
any knowledge of the application logic or how the sensed values influence the communication. Algorithm 2 shows the
Recluster Algorithm. The parameters for cluster formation are changed locally to reflect current communication patterns.
The Selectors encode the criterion for the new cluster formation in the Split Phase of the algorithm. After reclustering, some
nodes might become orphans (nodes without parent) or some cells might be smaller than optimal. These nodes or cells
then merge with neighboring cells meeting the criterion in the Merge Phase of the algorithm. This reclustering is triggered
by the application locally, and only occurs in the cells needing it for efficiency. The rest of the clusters in different areas are
not changed. Hence, this reclustering takes place only locally where necessary, and invokes no long range messaging.

3.2.2 Network Programming Interfaces

I design a set of address-free Network Programming Interfaces (NPIs) to adhere to the paradigm that communication for
the typical sensor network applications should be expressed without referencing specific nodes [11]. The interest is in
data over space and time, rather than individual node values. The subject of direct one-to-one communication has been
extensively studied in the literature, and I will not propose any new protocol for this but will leverage the existing body
of work. I provide primitives to ease the programmability in a sensor network, by capturing the interfaces that are needed
by sensor applications in general. Abstract Regions [55] proposed a flexible means of node addressing, by supporting data
sharing using a tuple-space-like programming model. Their approach is similar to the MPI approach for parallel machines,
by hiding the details of the sharing primitives. I support similar primitives and extend them for my multi-scale architecture,
although sharing is explicit using put and get primitives, to provide a more efficient implementation of the programming
model. The two groups of interfaces I support are discovery and communication.

Each of the interfaces can be implemented in either blocking or non-blocking fashion. In non-blocking mode, the
operation is invoked through a command, and when the operation is complete, a call-back is invoked on the original
requesting component. In blocking mode, the operation may block and then resume on an interrupt either by a timer or
message arrival. The blocking mode is significantly easier to program, as in the non-blocking mode the programmer has
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to handle the synchronization and call-back explicitly. TinyOS [23] supports the non-blocking concurrency model, but a
lightweight thread-like abstraction called Fiber [55] has been implemented recently as a blocking model.

Figure 3 shows the virfual hierarchy schematic of Figure 2, which will help explain the interfaces. All the levels above
level O are virtual, and the nodes only exist at the lowest level.

Discovery Interfaces

Discovery interfaces can be invoked by any node to give itself information about related nodes. This information is
gathered periodically, with a period as specified by the application, and the application is informed of any changes in the
information. This procedure is continuous, either triggered by node failures or additions. The information might contain the
identifiers of the set of nodes, their locations, link quality and number of hops to each of them, and resource (e.g., remaining
battery or available sensors) present in each of them. The information learned from these discovery interfaces can be used
to configure the Selectors with any specified criterion. For example, the Selectors might be specified to filter nodes within
a specified geographical distance or with higher than a specific link quality. There are three possible interfaces supported.
As a node can be simultaneously at different levels, a level is specified for each interface to specify the level for which the
information is required. The format for representing the gathered information is dependent on the implementation.

o Farent Information (Level): Returns information about the parent of the node at the specified level. For example
in Figure 3, this interface when invoked on node 6 with level 1 returns information about node B, and with level 2
returns information about node C.

e Peer Information (Level): Returns information about the peers of the node at the specified level. For example in
Figure 3, this interface when invoked on node B at level 1, returns information on the set of nodes A, B, C and D.

o Cell Information (Level): Returns information about the cell of the node at the specified level. For example in
Figure 3, this interface when invoked on node A, returns information on the set of nodes 1, 2, 3,4, 5 and A.

Communication Interfaces

In the multi-scale architecture, I support both kinds of communication models: Put and Get. In Put, a node sends data
to its cell, parent, or peers, whereas in Get, a node solicits data from its cell, parent, or peers. The Put interfaces correspond
to the push paradigm, and the Get interfaces correspond to the pull paradigm that has been proposed by the diffusion
type of algorithms [27]. I support both types, as different applications might be optimized using different paradigms, as
pointed out by Heidemann et. al [21]. In some situations where the data generation rate is infrequent and unknown, polling
using Get will be inefficient; using Put by the source of the data when the data is generated will be optimal. In another
scenario, where the data generation rate is high and consumption rate is low, pushing data using Put will entail redundant
data communication; using Get by the consumer of the data when the data is required is optimal in this case. The Put
Interface can be implemented in multiple ways: stored locally, sent immediately to the designated scope, or cached at
different intermediate locations. Similarly, the Get Interface implementation might involve either fetching remote data or
local retrieval. The specific implementation depends on the application characteristics.

I also support Reduction interfaces that use an associative operator (such as sum, max, or min) to reduce an attribute
across all the nodes in a specified region. This Reduction interface can be implemented using Get and Put, but efficient
implementations can take advantage of local reductions while propagating the values. This abstraction also provides ease
of programmability.

There are three groups of primitives a node might address: its parent, its peers, or its cell. This leads to six different
interfaces for Put and Get. Reduction interfaces are done on either cells or peers. All examples below refer to Figure 3. For



node A, the parent is node C; the peers at level 1 are B, C and D; and the peers at level 0 as well as the cell at level 1 are
nodes 1, 2, 3, 4, and 5.

PutParent (Attribute, Value): The value of the attribute is sent to the parent node. When called on Node A, the data
is sent to node C.

PutCell (Level, Selectors, Attribute, Value): Level can be at most one level higher than the node using this interface.
So, a node of levely can send message to the fundamental cell. In general, a drum; can send message to all nodes in
the same level;y; cell. For Node A, PutCell called with level 1 delivers data to nodes 1, 2, 3, 4 and 5, while called
with level 2 delivers data to all the nodes marked by Cell level 2. The targeted nodes can filter the receipt of the Data
using the Selectors.

PutPeer (Level, Selectors, Attribute, Value): The level can be at most same as the level of the node using the interface.
This interface provides the same functionality as PutCell for levely nodes. For node A, level 1 delivers the data to
nodes B, C and D (Peer Level 1).

GetParent (Attribute): The value of the attribute is solicited from the parent node.

GetCell (Level, Selectors, Attribute): Level can be at most one level higher than the node using this interface. In this
interfaces, Data is received from the cell nodes matching the Selectors.

GetPeer (Level, Selectors, Attribute): The level can be at most same as the level of the node using the interface. This
interface provides same functionality as GetCell for [evely nodes.

ReduceCell (Level, Selectors, Attribute, Operator): This interface is applied on the attribute for all nodes in the cell
specified by level and Selectors. And the reduced attribute value is stored locally. For example for operator max,
the maximum attribute value within the cell is returned by this interface.

ReducePeer (Level, Selectors, Attribute, Operator): Similar interface where the scope is all the peer nodes at the
specified level.

3.2.3 Efficient Communication Operations

The Network Programming Interface in the previous section is used by the applications to form a clustered hierarchy and
to adapt it for efficient communication. In this section, I describe mechanisms for efficiently supporting the different
communication interfaces. I assume the existence of bidirectional wireless links, which is true for most commonly used
wireless MAC protocols.

With the parent node: The drum beacons that are used to form the cluster hierarchy is utilized to route from and to
parent node, by following the path or reverse path of the beacons respectively. If the path breaks, due to nodes in the
path moving away or dying, then local route repair is done to find a new route. The drum whose path breaks, sends
out beacons for a short interval to repair the broken path.

With the peer nodes: At any level, the peer nodes need to be able to communicate with each other efficiently. This is
achieved by expanding the scope of the beacons for the drums. The beacon packet of a level n drum is also forwarded
by all nodes in the level n + 1 cell of the originating drum. The reverse path is followed to reach each peer. This
is only done in the startup period or when a path breakage is detected. Multicasting at network or MAC layer (if
possible) is done to prevent duplicate packets along common part of the paths. For example in Figure 2, beacon
packets from node A in cell I is flooded to the whole super-cell I. And hence B, C and D know of the shortest path to
A.

The above technique leads to minimum latency communication from any node to the rest of its peers, using shortest
path. But, it also leads to higher cost in terms of number of forwards. Alternatively a Minimum Spanning Tree can be
formed between the peer nodes. This leads to lesser number of forwards, but also leads to higher maximum latency.
Figure 4 shows an example topology to illustrate this. This tradeoff can be exposed for the application to choose
from.

Within the cell: Communication from any node to the whole cell can be achieved by simple flooding within the scope
of the cell, whereby each node forwards a packet exactly once. However, this is very sub-optimal and leads to many
redundant broadcasts specially in a dense network. I describe next a strategy for optimal cell flooding.

Optimal Cell Flooding
Typical broadcasting using simple flooding, where each node forwards a packet exactly once, leads to broadcast storm
problems [38] and is very energy inefficient. To form a more efficient flooding algorithm, there has been substantial work
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(a) Full Connectitivy in the graph (b) MST based communication. Maximum (¢c) SPF based communication. Maximum
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Figure 4: Example topology connecting peer nodes (A, B, C, D and E) and forwarding nodes (f1 and {2)

with regard to carefully choosing the forwarding nodes to reduce the number of forwards without reducing its effectiveness.
Williams and Camp [57] categorized the techniques recently. In probability-based methods, nodes forward with some
variable probability parameter chosen randomly or depending on the number of broadcasts heard. In area-based methods,
distance or location of the nodes are taken into account by the node before deciding on forwarding. Both of these methods
are completely localized without the need for any coordination. In neighbor knowledge methods, a distributed algorithm
forms a Connected Dominating Set (CDS) to choose a subset of nodes to be forwarders. This has more overhead than the
previous methods, but leads to more optimal flooding due to better knowledge about the neighborhood. Ideally, a Minimal
Connected Dominating Set (MCDS) will give the most efficient set of nodes to forward packets such that all nodes are
reached. Building a MCDS is an NP-Complete problem however, and the problem gets harder in sensor networks in the
absence of global knowledge. There has been a significant body of work on approximating the MCDS using heuristics [4].

There are two types of neighbor knowledge methods proposed: Relaying in which a node determines the forwarding
status of its neighbors, and Pruning in which a node makes a local decision on its forwarding status. Multi-point relaying is
an efficient approach for relaying, and has been used in the OLSR ad hoc network routing protocol [9]. The re-broadcasting
nodes are explicitly chosen by the upstream nodes, either via “hello” packets, or within the header of each broadcast packet.
In relaying, there is either additional overhead in each packet to designate the forwarding nodes, or relevant state that has
to be maintained by each node. The statelessness of protocols has prime importance in an unreliable network of sensor
nodes, as a stateless protocol never operates on out of date state. In the pruning methods, nodes decide on their own locally
whether to forward or not, leading to better reliability in the face of failure. There is automatic correction for small changes
and robustness to big changes. Nodes can go to sleep independently in pruning methods, but there needs to be additional
coordination in relaying methods so that no delegated forwarder is sleeping. In the absence of MAC layer multicast for
pruning, nodes have to broadcast every packet for which all the neighbors have to process the packet before knowing that
they are not designated forwarders. And finally, a comparison paper [57] showed very similar performance for both of the
methods. I chose to use pruning method for the above reasons.

Various approaches for pruning based broadcasting use knowledge of k-hop neighborhood information, m-hop last
visited nodes information for each packet, and priority between nodes. Larger value of k leads to more optimal forwarding
set, but also entails higher cost for maintaining this neighborhood information. Larger value of m is also useful, but
entails packet overhead. Wu and Dai [59] have proposed a generic scheme to cover all pruning based approaches. A
node determines its forward status by finding existing replacement paths between all pairs of its k-neighbors. If all the
replacement path nodes have higher priority values than itself or is already visited, then the node chooses to be a non-
forwarder; else it forwards.

In designing an efficient flooding algorithm, the factors I chose were the following. The computational complexity is
O(k?) for such algorithms, thereby dictating a small value of k. Also, recent proposals for sensor network MAC proto-
cols [2, 48] maintain a 2-hop neighborhood to deal with efficient assignment of conflict-free slots. I choose value of & to be
equal to 2. The information for m equal to 1 is available at no cost when the packet is received, by looking at the source.
A greedy approach is taken to prioritize the nodes based on their degree of connectivity. My solution is similar to the
approach taken in the Scalable Broadcast Algorithm [43]. In a more or less static network, the neighborhood information is
invariant. On detection of neighborhood change, this two-hop neighborhood is recalculated by all nodes broadcasting their
neighborhood nodes. My Cell Flood Algorithm is shown in Algorithm 3.

11



Algorithm 3. Cell Flood Algorithm

Require: Nodep receives a broadcast packet from a neighbor node 4
Require: N be the set of 1-hop neighbors of node .
Require: Sg is a set of nodes in the 1-hop neighborhood which have not yet received the packet
1: if Nodep has handled the same broadcast packet before then
2:  Nodep silently drops the packet
: else

Nodep calculates a timer proportional to the ratio (maxzmum(\/\/x‘ 72@ [for XeNA NN B)

3

4

5:  Till timer expires, node g updates Sg when it hears any other neighbor broadcast, using the neighborhood information
6: if Sgp = () then
7.

8

Nodegp silently drops the packet

: else
9: Nodep rebroadcasts the packet with some jitter
10:  endif
11: end if

maximum(\Nx — Na|forX € Na(Ng) is the maximum number of additional nodes that can be covered by any
node which has received a broadcast from node 4 and is in the neighborhood of nodez. Greedy approach is in choosing
the broadcasting node in line 5 of the algorithm, by favoring the node with maximum additional coverage. In Line 6, S is
updated every time the node receives a broadcast of the packet from any neighboring node. Elements of S which are present
in the AV of the neighboring node are removed. If S becomes empty, the packet it dropped, else the packet is forwarded.

Proof of full coverage: Every node in the network checks its neighborhood to determine whether all neighbors have
received a packet, and forwards the packet if there is any uncovered node in the neighborhood. Hence, all the neighbors of
any node in the network receives the packet. As the full network is an union of the neighborhood of all the nodes, hence all
the nodes in the network are covered.

Optimality of coverage: The proposed greedy heuristic leads to a approximate MCDS for the graph. Analysis of the
approximation bound gives log(n) times the cardinality of the optimal MCDS solution, where n is the number of nodes in
the graph. The proof is similar to the optimality proof for Multi-point forwarding [46] .

Optimal Selectors implementation

Selectors filter can be specified in some of the communication interfaces. If the filter is null, then the communication
operations are efficiently implemented as elaborated previously. If this filter is not null but has a Selectors, then this scope
(termed Selectors scope) is a subset of the scope with null selector (termed null scope). The communication operation
can be done assuming null selector, and filtered at each node. This is not most efficient, specially is the Selector scope is
significantly less than null scope. I implement the scoping of the Get and Put operations using the following technique.

If operations with any Selectors filter is invoked the first time, the communication has to be delivered in the null scope
as there is no knowledge of the location of the nodes matching the Selectors. But, for frequently invoked Selectors filters,
an optimized implementation is done to cover the matching nodes only. If any particular Selectors if invoked frequently at
any particular node, a trigger is set. The first packet being delivered after this trigger is set includes a DoReinforment flag.
All the nodes matching this Selectors filter, sends a Reinforced message back to the source, specifying the Selectors. All the
nodes through which this Reinforced message passes back are part of the forward set of nodes for the specified Selectors.
All the subsequent packets with this Selectors, has a OnlyReinforced flag and is forwarded by the forward set of nodes
only. This is remembered for a specific interval, greater than the period specified in the communication interface, if present.
Periodically the DoReinforcement flag is set again and forwarded by all nodes to account for any change in topology or
interest.

3.2.4 Multi-Scale Application

To demonstrate the effectiveness of the network programming interfaces, I describe a distributed wavelet compression
algorithm which can effectively use the interfaces to optimize the communication. Multi-resolution data analysis, process-
ing and compression is useful for various sensor network applications. A lot of previous work on wavelet-based processing
in sensor networks have assumed regularly-spaced data.

Recently, Wagner et. al. [54] have proposed a haar wavelet based multi-scale data analysis which enables irregular
wavelet transform. In the bottom-up approach of that algorithm, all the sensors in the fundamental cell sends their sensor
readings to the drum for that cell using PutParent. The locations and identifiers of the nodes are also available to the drum
through the Discovery interface. The drum calculates the scaling coefficient describing the average reading of the cluster
and the wavelet coefficient encoding the deviations from the average readings. These scaling coefficients are then passed up
the hierarchy using the Parent interfaces, and similarly computed. In the top-down approach of the algorithm, querying is
from the top-level and drilling down until the requisite resolution of the data is obtained. This is achieved using the GetPeer
interfaces. Finest resolution is obtained if query goes down until the fundamental cell level.
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For any compression, maximum efficiency with minimal loss is achieved when many data points are similar enough to
be represented with one data point. When compressing a field of sensor data, various regions in space might have similar
readings. So, if there is one cluster for each region, the region might be efficiently represented by a single value. But, if one
cluster encompasses two different regions with divergent values, compression is not so efficient. The reclustering technique
is used here such that each cluster has similar values and hence efficient representation. Locally near the region boundaries
clusters are aligned with the regions.

I plan to build a few toy applications which use these interfaces provided, to show their effectiveness and expressibility.

3.3 Initial Design Evaluation

I have performed an initial evaluation of the design of the architecture by simulating the adaptive overlay formation in the
ns-2 simulator.

3.3.1 Cluster Operations

In this section, I evaluate communication operations. In particular, I show the effectiveness of the Cell Flood Algorithm.
To flood a particular cell with or without Selectors, this algorithm builds an approximate Minimum Connected Dominating
Set. Thereby, the number of forwarding nodes is reduced without compromising the quality of the flood. Figure 5 shows
the number of retransmitting nodes with increasing network size. The area of the network is kept constant while increasing
the number of nodes, thereby increasing the node density. For a regular flooding algorithm, where each node forwards a
packet exactly once, the number of forwarders is exactly equal to the number of nodes. In the Cell Flood Algorithm, the
number of retransmitting nodes grows very slowly with increasing network size. The percentage of retransmitting nodes
decreases with increasing network size, thereby showing good scalability.

3.3.2 Hierarchy Formation

In this section, I show the effectiveness of the hierarchy formation. Figure 6 shows the hierarchy formed for an example
topology. 500 nodes are evenly distributed in an area of 3000 meters by 3000 meters. The radio range is taken to be 250
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meters. Each part of Figure 6 shows the first and second level clusters formed, along with rays connecting each node to
it’s parent. Figure 6(a) shows the clustering for D; equal to 1 hop, Figure 6(b) for D; equal to 2 hops, and Figure 6(c) for
D; equal to 3 hops. As the number of hops allowed in the fundamental cell increases, the size of it increases along with
decrease in the number of levels in the hierarchy.

Figure 7 illustrates the number of drums at each level of the hierarchy as a percentage of the total number of nodes in
the network. This is shown for increasing networks sizes, with the node density kept constant. As shown in the analysis in
Equation 2, the number of drums in increasing levels decreases quadratically. Larger the network, lesser is the percentage
of drums at each level. In this scenario, the value of «, which is the ratio between the beacon hop limits for consecutive
drum levels, is taken as 2.

Figure 8 shows the latency for cluster formation with increasing network size. Here again, in all the networks sizes,
the density is kept constant. The higher the level of drum, the longer it takes to stabilize. This is because the higher level
drums are further spread apart and have larger beaconing intervals, which makes any change in higher levels propagate
more slowly. The startup latency increases slowly with increasing network size. For the scenario sizes experimented with,
the drum level 3 for all network sizes get stable at the same time. The cost of cluster formation arises from the beaconing
during this phase, and hence is directly proportional to the length of time it takes to stabilize.

This also illustrates the effect of local change for adapting the hierarchy to communication requirements. The local
clustering changes take place at a lower latency as shown in the figure. Therefore adaptivity of the clustering can be
achieved with low latency, and hence also with low cost.

4 Medium Access Scheduling

In this section, I propose a Medium Access Scheduling protocol for the multi-scale architecture which is energy efficient
and has strict latency bound. I take advantage of the sensor network characteristics — periodic nature of communication,
limited communication abstractions, and fusion function characteristics. I design a Medium Access Control protocol which
is adaptive to the application requirements and optimized for energy usage as much as possible. Since, no one single
MAC protocol will be well-suited for all sensor applications [21], the network services need to adapt themselves to the
application-specific requirements, presented through the IES module. I design a Time Division scheduling such that nodes
are guaranteed to have a collision-free 2-hop neighborhood during their allocated slot. Time is divided into Contention Free
Period for periodic apriori known traffic and Contention Access Period for event driven traffic.

4.1 Background

I explore the design space for the adaptation and optimization of the proposed MAC layer. In shared medium networks, one
of the fundamental tasks of a MAC layer is to avoid collisions between two interfering nodes. It allocates the channel to the
nodes efficiently, so that each node can communicate with a bounded waiting time and with as little overhead as possible.
The important attributes for traditional MAC are fairness, latency, throughput and bandwidth utilization. In contrast, the
important attributes of a MAC protocol for WASN are energy efficiency and scalability towards size and topology change.
The major sources of energy wastage as elaborated in [61] are:

e Collision: Collision results in corruption of a packet and subsequent retransmission leading to increased energy
consumption as well as latency.
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o [dle listening & overhearing: Listening for either possible packets or packets destined for other nodes leads to
wastage of energy. Idle listening consumes significant energy comparable to actually receiving a packet.

e Control packets overhead: Increased control overhead leads to increased energy usage in direct proportion.

Though the proposed MAC protocols [52, 61] for WASN have identified and addressed many of the WASN environment
requirements, they have not taken advantage of the nature of WASN applications. The following properties of WASN
applications can be exploited for the MAC protocol design:

e Communication requirements may be periodic and known beforehand such as collecting temperature statistics at reg-
ular intervals. This information can be used to schedule the medium access by the nodes and thus minimize collisions,
as well as aid the radio interfaces sleep/wake-up decisions thus decreasing the idle listening and overhearing.

e A contention based medium access will also be necessary to support event-driven applications like intrusion or fire
detection. The forwarding node can be woken up in time to process event-driven data, by making it application
aware. Real-time constraints can be communicated from the application to adapt the MAC to meet its requirements.

e Often the sensed data packet may have fixed size. This simple information will help minimize doing packet fragmen-
tation and assembly at MAC layer, thus improving the throughput [30].

An application-adaptable energy-aware MAC protocol can be build upon the previous sensor MAC protocols, that
exploits the known application requirement. The MAC protocol should have two modes to support the two different
communication requirements of sensor applications, namely periodic and event-driven. The need to support these two
kinds of modes was recently proposed in the IEEE standard for low-power sensors [26]. The relative proportion of the two
modes in a super-frame structure is dynamically determined by the applications depending on their current needs.

Periodic Contention Free Period: Medium access in this mode is of the class of Spatial Time Division Multiple
Access (STDMA) [37] protocols. The application’s deterministic traffic distribution during the periodic communication
can be used to compute an efficient slot allocation policy [7, 19]. The length of the slot is enough to send a complete data
packet of fixed size, allowing TAG like applications to send periodic sensor readings.

Event-Driven Contention Access Period: During this mode, a sensor will be in sleep-mode except when necessary to
communicate. For sending event-driven data like the image scan of a specific location, this mode of communication is used
to send the data to the next fusion node. The mode is based on IEEE 802.11 protocol [25] with carrier sense and RTS-CTS.
Techniques such as overhearing of neighbor’s NAV vector [50] to save energy, and sacrificing per-node fairness for lesser
collision [61] is utilized in this mode.

4.2 Medium Access Scheduling in a hierarchy

I sketch the design of the medium access protocol for the hierarchically clustered network - COMPASS [40]. My Medium
access protocol is specifically designed for supporting the communication abstractions in COMPASS. There is a conflict-
free period for periodic apriori known traffic, and there is a contention-based period for nodes to send event-driven traffic,
as well as introduce new periodic traffic. It is shown in Figure 9.

Assumptions:

e [ assume that a link is bi-directional. It can be used for both sending or receiving packet, or no communication at all.

e [ assume that the interference range is same as transmission and reception range. I can relax the assumption using
techniques such as RID, where instead of 2-hop communication to reach interfering nodes, multi-hop forwarding is
used to reach the interfering nodes. But, my theory of conflict free slot allocation still remains valid.
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Algorithm 4. Centralized Algorithm for Intra-Cluster Scheduling

Require: £ slots necessary per node known; Depends on fusion function and number of children

1: Traverse tree in Depth First fashion from cluster root

2: Visit finish time forms a topological sort to give a partial order

3: For each visited node, assign a minimum possible slot number s, with the following constraints
4: repeat
5.
6
7

A. s > maximum (slot number allocated to any child)
: B. s # slot already allocated to any node within 2 hops
. until £ consecutive slots are found

o [ assume the presence of clock synchronization. Providing clock synchronization of necessary accuracy is solved in
the next section.

The scheduling protocol I propose is specifically for multi-scale data retrieval applications, where data flows from the
sensors to the sink. This is the common case which I am optimizing. The medium access scheduling for the contention-free
period is divided into two parts: For periodic and apriori known traffic, we design a TDMA-style protocol; and leverage the
existing literature on energy-efficient CSMA protocols [58, 61, 52] for the contention-access period.

4.2.1 Intra-Cluster Scheduling

In this scheduling, I allocate spatially conflict-free slots for each node within a cluster to gather data in the lowest level
drums. I assume the presence of a tree-like hierarchy within each lowest-level cluster for routing purposes. Trees like
these can be achieved with proposals like TreeCast [39]. As the data flows upwards from the children towards their parent,
the parents are allocated slots after the slots allocated to their children. This allows data from the lowest level sensor to
flow to the top-level sink within one frame. This also produces a partial ordering of the nodes which I need to maintain.
The slots allocated to the children should be close together, such that the parent can wake up for one contiguous time to
receive data packet from its children, and then switch off the radio to save power. As switching between on and off state
taken time and energy, contiguous allocation is beneficial. Treecast ensures that the trees rooted at each level are balanced,
thereby ensuring all nodes have to handle roughly equivalent amount of data. The fusion functions at each node is known
apriori through the IES module from the application. Fusion function characteristics is used by the protocol to determine
the number of slots to be allocated to slots at each level. For example, for a fusion function like average sensed value, the
parent needs to average its own value with the value received from its children and can send it upwards in a single slot. The
number of slots to be allocated to a node per frame also depends on the application-determined periodic rate which is also
known through the IES.

I describe next the centralized scheduling algorithm 4 to allocate conflict-free slots. Within the lowest level cluster,
there is a cluster-head which coordinates the traffic from that cluster. It does a Depth-First Search(DFS) of the tree routed
at itself, and sorts the nodes according to the finish times (of a DFS visit) to give a topological sort of the nodes within the
cluster. The topological sort has the nice property that the parent has a finish time right after the finish times of its children
in the tree. The slot times are assigned according to that given by the topological sort, thereby giving the desired partial
order.

This procedure gives a collision-free slot allocation within a single cluster, but there can be a lot of parallelism of
communication between the nodes which is not allowed, due to topological sort assigning an unique slot per node within
the cluster. We use a distributed token-passing protocol 5 to compact the slot allocation. Each node holding the token
determines whether it can choose an earlier slot without conflicting with any node in its two-hop neighborhood. Nodes
maintain a two-hop neighborhood for this purpose.

This problem can be mapped to a graph coloring problem. The network is taken as a graph (G), and a graph G2 is
produced. G? has the same vertex set as (7, and all the pairs of vertices which are 2-edge reachable in G have a edge in
G?. Thus, G? gives the interference graph exactly similar to our node scheduling problem. Coloring a graph is a NP-
Complete problem even in centralized setting, and lots of approximate coloring solutions have been proposed in graph
theory literature. However, due to the constraints on slot allocation that partial ordering induces, none of these solutions
are directly application to my scheduling scenario. Also, my graph being that of a wireless network is an Unit Disk Graph
(UDG) having special properties. In a UDG, links between nodes exist if the distance between the nodes is less than the
radio range. Competitive ratio is the ratio between the chromaticity given by approximate algorithm, when compared to the
optimal solution. I have proved that the lower bound of of this competitive ratio is 1.2 for my algorithm, using a example
worst-case graph. [ have also showed a upper bound on the competitive ratio of 6, using properties of an UDG. These small
constant bounds on the competitive ratio is a good indication of the optimality of my solution. The time and cost for the
scheduling protocol are both O(N') where N is the number of nodes in the smallest level cluster. The clustering hierarchy
ensures that the number of nodes in a cluster is constant, depending on the density of nodes. So, the algorithm is both
constant in time and cost with the number of nodes in the network.
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Algorithm 5. Distributed Protocol for Intra-Cluster Scheduling

Require: £ slots necessary per node known; Depends on fusion function and number of children
Require: Each node knows its 2-hop neighborhood
Require: Each node knows the cluster it belongs
Require: Each node knows its parent and its children
1: For all token packets overheard, a node remembers slots its neighbor is sending or receiving
2: while All children of a node not visited do
3 Send token to one of the children not visited
4 Block till token comes back
5:  After unblocking, remember the slot allocation of the child
6 Put into the token packet any slot the node’s reception will be interfered with due to a nearby cluster communication
7: end while
8: All nodes in the subtree rooted at the node has been visited
9: while Assign & slot numbers starting from s, with constraints do

10: A. s > maximum (slot number allocated to any child)
11: B. s # slot already allocated in token packet
12: C. s # slot overheard being allocated by another node in 1-hop neighborhood

13: end while

14: Append the node id, its chosen sending slot and its send mode (parent or all) to the token
15: Append the node id and receiving slots to the token

16: Send token to its parent will flag stating SUBTREE_DONE

17: while Token not received from parent with flag SUBTREE_DONE do

18:  Block

19: end while

20: Broadcast the final token packet locally

4.2.2 Inter-Cluster Scheduling

Inter-cluster scheduling occurs after the data has reached the cluster-heads at the lowest cluster. Each level of communica-
tion is separated into time, and hence does not conflict with each other. This is shown in Figure 9, where the CFP is divided
into multiple periods for each level.

For inter-cluster communication between peers, the medium access protocol utilizes knowledge of the routing path.
Beacons transmitted by cluster-heads at all levels of the hierarchy by the routing protocol gives the routing path for com-
munication between peers at different levels. A packet reserving the channel is sent for the periodic traffic along the
routing path given by the beacons. Each node which is used allocates slots in a conflict-free fashion such that two different
peer-paths do not conflict in time, while ensuring maximum parallelism in the communication paths.

5 Clock Synchronization

In this section, I provide a clock synchronization service which is necessary for TDMA scheduling to work, as well as for a
majority of sensor applications which need synchronization. The need for accuracy of synchronization however varies from
application to application and with time. My adaptive clock synchronization provides the synchronization exactly required
for the applications, and does not attempt to provide higher than necessary granularity. The synchronization needs of the
application and other protocols are communicated to the IES module. The IES module configures the synchronization
service to provide the necessary synchronization at any specific time. In the work, I derive expressions to convert service
specification (maximum clock synchronization error and confidence probability) to actual protocol parameters (minimum
number of messages and synchronization interval).

As in any distributing computer system, clock synchronization is an important service in sensor networks. Sensor
network applications can use synchronization for data integration and sensor reading fusion. A sensor network may also
use synchronization for TDMA medium access scheduling, power mode energy savings, and scheduling for directional
antenna reception. Sensor networks show some unique characteristics that make it difficult to directly apply traditional
network clock synchronization approaches.

The error in clock synchronization comes mainly from the non-deterministic random time delay for a message transfer
between two nodes. Kopetz et al. [31] first characterized this message delay. In some recent work, this non-determinism
has been reduced to provide tighter bounds on the clock synchronization error [53, 13]. My work, which is based on the
Reference Broadcast Synchronization (RBS) [13], provides an analytical way to convert service specifications to protocol
parameters.

The need in sensor networks is to provide the best possible clock synchronization under existing circumstances, given
the limited resources of the nodes and the network in the system. Highly accurate clock synchronization typically requires
more message transfers and processing as part of the synchronization protocol. In situations where the system energy
is extremely low, it might not be possible to provide high accuracy. The accuracy needed in clock synchronization is
variable, depending on the higher layer application requirements. If the need for determinism can be relaxed, probabilistic
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guarantees often suffice for the needs of an application, while allowing for optimal use of resources. Probabilistic guarantees
provide better accuracy in most cases as compared to deterministic accuracy in all cases. Also the failure probability of
achieving a certain accuracy can be bounded. Quality of Service (QoS) in networks make extensive use of this concept to
give probabilistic guarantees by allowing resources to be allocated on the basis of expected aggregate demand. Previous
work [1, 10] uses this concept for providing probabilistic clock synchronization in distributed systems.

Clock synchronization might not be necessary at all times, except during sensor reading integration. In such a case,
providing clock synchronization all the time will be a waste on the limited available resources of sensors. The sensor clocks
can be allowed to go out of sync, and then re-synchronize only when there is a need for synchronization, thereby saving
resources.

I design the probabilistic clock synchronization protocol keeping in mind the concepts discussed above. The remainder
of this paper is organized as follows. In Section 5.1, I describe the various concepts of clock synchronization in detail
and motivate the design principles used in building the algorithm. In Section 5.2, I survey the related work in this area.
Section 5.3 my protocol. Section 5.4 evaluates the performance of the protocol. Section 5.5 extends this protocol for
multihop sensor networks.

5.1 Design Principles

In the paper describing the Network Time Protocol (NTP), Mills [36] defines the various terms used in clock synchroniza-
tion. The stability of a clock is how well the physical clock can maintain a constant frequency. Accuracy refers to how well
the maintained time is true to the standard time. The offset of two clocks is the actual time difference between them, and
the skew is the frequency difference between them. To synchronize frequency means to adjust the clocks to run at the same
frequency, and to synchronize time means to set their time at a particular epoch to be exactly the same. To synchronize clock
means to synchronize the clocks in both frequency and time. In this paper, our algorithm will synchronize clocks, i.e., it
will synchronize both frequency and time.

5.1.1 Traditional versus Sensor Network Synchronization

Elson and Romer [14] point out the basic features that are common to clock synchronization protocols in general. These
are as follows:

e Synchronization has to be provided over a connectionless messaging protocol between nodes.

e Synchronization has to be achieved with the exchange of clock information between clients and one (or a few) servers.
e The protocol has methods to reduce or predict the non-determinism in message delivery and processing.

e The protocol assumes the presence of an algorithm to update local clock at client based on received value.

NTP is scalable, robust to failures, self-configuring, and has various properties that are needed in the sensor network
world. However, wireless sensor networks pose a number of challenges beyond traditional network systems. Elson and
Romer describe the differences quite exhaustively. I reiterate these differences, as they are important from the design point
of view:

e Energy Constraint: Energy efficiency is very important for sensor networks as opposed to traditional networks.
The basic assumptions of the nodes having steady power supply, free listening to network traffic, and network trans-
missions being inexpensive, do not hold for sensor networks. In sensor networks, listening to the network interface
and sending packets take significant energy. Also, the CPU is powered down in sensor networks for much of the time,
breaking the traditional assumption of the availability of CPU whenever necessary. Synchronization is not required
to be maintained at all times, rather only when required by the application.

Hence, doing traditional synchronization in a sensor network would require the CPU and network interface to be
powered up for significant amounts of time, thereby having a large resource overhead.

e Tunable Accuracy: Traditional synchronization protocols try to achieve the highest degree of accuracy possible.
The higher the level of accuracy required, the higher the resource requirement. The accuracy of required synchro-
nization depends on the application requirement. Using resources for high accuracy even though lower accuracy is
enough for the application wastes the limited resources of sensor networks.

Therefore, there is a need for a trade-off between resource requirements and accuracy, depending on the need of the
application and resource availability of the system.

e Non-determinism: Sensor networks are dynamic systems with considerably higher rate of failures of the individual
nodes than in tradition networks. These nodes can also be mobile. This gives rise to a greater non-determinism
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for communication delays than that present in traditional networks. Typically, NTP has the need for some manual
configuration of peers and upstream nodes.

Thus the synchronization protocol needs to be more robust to failures and also to the greater variability in communi-
cation delay.

e Multihop: Most of the typical synchronization protocols have a highly accurate clock present in the LAN, such that
all the nodes in the system can directly exchange messages. Sensor networks span many hops, with higher jitter.
So the algorithms for sensor network clock synchronization need to have some sort of localization to reduce this
error, as well as some other means of achieving multihop synchronization even in the presence of high jitter.

e Server-less: Traditional protocols have specified servers, with multiple accuracy levels which are sources of accurate
time. Sensor networks do not have any external infrastructure present and can be large in scale. Maintaining global
time scale in this network is thus harder, if no external broadcast source of global time such as GPS is present.
Elson et al. [14] proposed that each node maintain an undisciplined clock, augmented with the relative frequency and
phase information of its neighbors. I also use this approach in my work.

5.1.2 Theoretical Bounds on Clock Synchronization

There have been various theoretical results that have been proven regarding clock synchronization. These analytical results
and their consequences are useful when designing a clock synchronization protocol:

From the causality property in a system, the ordering of events can be formally stated. If an event a occurs before
another event b, then a should happen at an earlier time than b. Let C;(a) be the clock value of process i when event a
occurs. Then it can be formally stated that:

If a and b are events in process i, and event a occurs before event b, then C;(a) < C;(b).

Lamport [33] showed that, when the value of a clock needs to be adjusted, it always has to be set forward and never back.
Setting the clock back could cause the above condition to be violated. Hence, in an ideal system, the slower clocks needs to
be adjusted to the value of the fastest clock, for all clocks to be synchronized. This restriction will also maintain the partial
ordering of the events.

It is useful to have a bound on the best accuracy achievable in any system, such that no bound lower than that is
specified. Srikanth et al. [51] have shown that for any synchronization algorithm, even in the absence of faults, the bound
on the rate of drift of logical clocks from real time is greater than the bound on the rate of drift of physical clocks. In the
presence of faults — such as message losses and node failures — the accuracy of logical clocks becomes even worse.

Most clock synchronization algorithms proposed in literature try to guarantee a deterministic upper bound on the clock
skew. Lundelius et al. [34] derived a theoretical limit on the best achievable clock skew that deterministic algorithms
can guarantee. They show that the upper bound on clock skew that can be deterministically guaranteed by any clock
synchronization algorithm can be no smaller than (d,ugy — din)(1 — 1/n), where n is the number of nodes in the system,
and d,,,y and d,;,;;, are the maximum and minimum value of message delays in the system, respectively. Significantly smaller
bounds on the upper bound of clock skew can be achieved if the condition of determinism is loosened. If the deterministic
guarantee is replaced with a probabilistic guarantee, where the probability of failing can be bounded, it might suffice for
many applications.

This probabilistic guarantee is specially significant for sensor networks, as sensor networks inherently assume a level
of redundancy present in the number of nodes and are fairly robust to failures. This approach might entail saving a sig-
nificant amount of resources in the sensor network, while giving some guarantees. I thus develop a probabilistic clock
synchronization protocol for sensor networks, basing my work done previously by Christian [10] and Arvind [1].

5.1.3 Sources of Clock Synchronization Error

The biggest source of error in synchronization algorithms stems from non-determinism in message delivery latency. In an
effort to reduce this non-determinism, I review the sources of this latency. Kopetz et al. [31] have characterized the message
delivery latency into four distinct components:

e Send Time: The time spent at the sender to build the message.

e Access Time: This is the delay incurred when waiting in the network interface for access to the transmission
channel.

e Propagation Time: This is the time needed for the message to propagate from sender to receiver over the wireless
medium.

e Receive Time: This is the time needed for processing at the receiver’s network interface.
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Most clock synchronization algorithms go to great lengths to reduce the above non-determinism in message delivery. A
significantly different approach has been taken in the CesiumSpray system [53]. CesiumSpray takes advantage of the inher-
ent broadcast nature of the wireless medium. The Send Time and Access Time are unknown and highly variable. However,
for a set of receivers listening to a common sender, those times are identical for all of the receivers. The only variable time
is the Propagation Time and Receive Time, which are much smaller in value. This approach entails synchronizing a set of
receivers with each other, in contrast to synchronizing with the sender. I use this idea to significantly reduce the sources of
error in my clock synchronization protocol.

5.1.4 Models of Clock Synchronization

There are many different types of clock synchronization. Each type has its usage. They are as follows:

e Global clock: There is a precise global time, UTC, which is maintained by atomic clocks in standard laboratories.
Traditional internet clock synchronization algorithms try to maintain this global time in all computer systems. Main-
taining this time in sensor networks is significantly harder. Sensor networks also do not typically need this strict
clock synchronization. In this work, I can provide this service with a certain degraded accuracy if a GPS is available.
But, maintaining this time is not the thrust of this work.

e Relative clock: This is the relative notion of time within the sensor network. Each node is synchronized with every
other node with a time which might be totally different from UTC. This suffices for most of the applications of clock
synchronization that I have described earlier. In this work, I provide this synchronization with an accuracy which is
bounded with a tunable confidence probability.

o Relative notion of time: Time can also be maintained between nodes, not with real time, but with some logical
notion. This logical notion need not match with physical clock. For example, two nodes might need to trigger a alarm
10 time units after some event has occurred (time unit might not be seconds). This sort of time is very often enough
for a variety of applications. But, providing the previous type of clock synchronization also automatically provides
this type of clock synchronization. So, I indeed provide this notion of clock synchronization.

e Physical ordering: In many cases precise times might not be important, but what is important is the ordering of
events. If the system can state whether an event occurred before or after another, that is enough. This type of syn-
chronization simply involves ordering of events in some partial or total order. Having previous clock synchronization
types automatically provide this type. However, I note that this might be significantly cheaper in terms of resources to
achieve. So, if application need only this type of synchronization, alternate means should be used to preserve scarce
resources.

Another classification is in terms of the initiator of synchronization procedure. In this work, I provide all three types of
synchronization below, depending on the system need. They are as follows:

e Always On: In this model, clock synchronization between nodes is always present. Many applications like TDMA
scheduling might need this model. This model is the model of traditional clock synchronization protocols. But,
maintaining this model might present a significantly higher overhead, if the applications require clock synchroniza-
tion rarely.

e Sensor Initiated: In this model the sensor nodes decide whether to have synchronization or not. They synchronize
between themselves or a subset of the nodes, whenever necessary. This is useful when the need for synchronization
is not required frequently. But it might entail a certain degree of latency before synchronization can be achieved. So
the applications will need to tolerate this latency.

e Qutsider Initiated: This is similar to the previous model. But here the initiator of clock synchronization is some-
where outside the sensor network, for example a control center. This model degrades to the previous model though,
once the message to start synchronization has reached from the outsider to the necessary sensor nodes. So, this is
essentially same as the previous one and I will not treat this as different.

5.2 Related Work
5.2.1 Traditional Clock Synchronization Protocols

As mentioned earlier, most traditional clock synchronization protocols share the same basic design: a connection-less
messaging protocol, exchange of clock information between client and server(s), methods to reduce the effects of random
non-deterministic communication delay, and a method to upgrade the client time based on the information from the server.
NTP is widely deployed in the internet, since it is scalable, robust and has good performance. It consists of various levels
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(or stratums) of servers in a hierarchy providing synchronization to the clients which are leaves in a hierarchical tree. These
protocols cannot be applied directly to sensor networks because of the differences pointed out in Section 5.1.1.

5.2.2 Wireless Clock Synchronization Protocols

There have been a few synchronization protocols which are specifically for wireless or ad hoc networks. Romer [49]
proposed a scheme for sparse ad hoc networks. The algorithm does not synchronize the computer clocks of the nodes, but
generates time-stamps which is used by the unsynchronized clocks to transform the message time-stamp. As a message
moves from hop to hop, each node transforms the message time-stamp to its local time-stamp with some introduced error.
This error increases with the number of hops. Also, the protocol uses round trip delays, the calculation of which will have
the typical errors associated with estimating round trip time.

Huang et al. [24] showed that the 802.11 MAC time synchronization protocol is not scalable for large number of nodes.
They proposed a simple modification to the MAC protocol which maintains synchronization among nodes in a single
broadcast region.

5.2.3 Receiver-Receiver Synchronization

A couple of previous works use a completely different approach than the traditional approaches. They synchronize a
set of receivers among themselves. This reduces much of the message delivery latency non-determinism associated with
traditional protocols. CesiumSpray [53] was the first to use this idea. It is a hybrid external/internal synchronization
protocol. It uses a two-level hierarchy to improve scalability.

My work is based on the Reference Broadcast Synchronization (RBS) [13]. Least-squares linear regression is used
to find the relative frequency of the clocks. RBS uses post-facto synchronization to synchronize two nodes’ clocks by
extrapolating backwards to estimate the phase offset at any previous time. It extends the work to do multihop clock
synchronization. My protocol is similar to this work in terms of protocol in the single-hop case, other than some minor
improvements. However, RBS does not contain any analysis on the number of reference broadcasts necessary, or the
frequency of reference broadcasts. I analyse these issues and provide a probabilistic bound on the maximum error. I
also relate this probability with the number of reference broadcasts required. RBS also has more overhead in terms of
exchanging information between the receivers. It assumes a single broadcast region for the sender and all the receivers,
which is not the case. Two receivers, lying in the broadcast range of a sender, might not be able to exchange messages
since they might be out of range of each other. For multihop synchronization, unlike RBS, my protocol does not require all
sensor nodes to be within one hop of at least one sender.

5.2.4 Probabilistic Clock Synchronization

There are a few synchronization protocols that are probabilistic in nature. The clock skew that a probabilistic protocol
guarantees, has a probability of invalidity associated with the guarantee. However, the probability of invalidity can be
bounded. All the probabilistic algorithms proposed are for server-client architecture, where the clients try to synchronize
with the clock of the server. This is fundamentally different from my approach where we synchronize amongst receivers.

However, I adapt the idea of the probability analysis techniques proposed in the following two papers. The idea of
probabilistic protocol was proposed by Christian [10]. He realized that guarantee cannot be provided when unbounded
message delays are possible or messages can be lost. Hence, his principle is to retry sufficient number of times to read the
clock of another process with a given precision with probability as close as desired. However, there are some fundamental
limitations to the accuracy that can be achieved. His algorithm reads the remote server clock within the specified precision.
It repeats these attempts till a reply comes back within a certain desired interval of time. The lower the round trip time for a
reading attempt and its reply to come back, the higher the accuracy achieved in reading the clock of the remote server. The
average number of messages to reach synchronization is 2/(1 — p), where p is the probability of failure of message delivery
within a fixed period of time. This process is repeated k times, such that the probability of reaching synchronization is
1 — p*. By choosing a large enough k, the probability can be made arbitrarily close to 1.

Arvind [1] proposed another probabilistic synchronization protocol. It has two main parts — the Time Transmission
Protocol (TTP), by which the clock value of the sender is read by the receiver, and Probabilistic Clock Synchronization
(PCS), which uses this value to adjust the receivers clock. In TTP, the sender sends a sequence of n synchronization
messages, each having the sender timestamp. The receiver adjusts the clock value using these n timestamps. The synchro-
nization procedure is repeated every interval of time. He analytically showed the minimum number of messages necessary
for achieving a given maximum synchronization error. This paper has less overhead than Christian’s paper, if the physical
medium is considered to be broadcast.
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Figure 10: Types of Clock Synchronization [13]: Sender-Receiver Synchronization and Receiver-Receiver Synchronization

5.3 Single-Hop Clock Synchronization

In this section, I describe the technique of receiver-receiver synchronization used in my protocol. Next, I present the
extension of this technique to probabilistic synchronization for use within a single broadcast region. I then analyse it
mathematically to find the probabilistic bounds.

5.3.1 Receiver-Receiver Synchronization Error

The sources of non-deterministic error in message latency have been described in Section 5.1.3. In RBS and CesiumSpray,
this non-deterministic error was significantly reduced by synchronizing among the receivers, instead of synchronizing
between the sender and receivers. In receiver-receiver synchronization, the only remaining sources of non-determinism
are the Propagation Time and Receive Time. Propagation Time is very small, considering the range of the sensors and the
speed of radio waves. Receive Time is much more deterministic and can be bounded by time-stamping the receiving time
at the hardware level [31, 13]. If the total error previously was eg,, for sender-receiver synchronization, and the error in this
case is €, for receiver-receiver synchronization, then e, >> ¢,,.. These two different ways of synchronization can be seen
in Figure 10, showing the reduction of error in receiver-receiver synchronization.

The receiver-receiver synchronization works in the following manner. The sender sends a reference pulse at any time.
Each receiver marks when it received the reference pulse according to its local clock. All the receivers exchange with each
other the time of reception of the reference pulse. Since each receiver assumes that the pulse should have been received by
all other receivers at approximately the same real time, a receiver A is able to estimate the offset of its clock with respect to
another receiver B which has exchanged information with A. The number of reference packets may be increased in order to
get better synchronization.

Elson et al. [13] have found the distribution of the synchronization error among a receiver set. Multiple pulses are sent
from the sender to the set of receivers. The difference in actual reception time at the receivers is plotted. As each of these
pulses are independently distributed, the difference in reception times gives a Gaussian (or normal) distribution with zero
mean.

Given a Gaussian probability distribution for the synchronization error, it is possible to calculate the relation between
a given maximum error in synchronization and probability of actually synchronizing with an error less than the maximum
error. If the maximum error that I allow between two synchronizing nodes is €,,,, then the probability of synchronizing
with an error € < €, is given from Gaussian distribution property.

2
max oy dy
P(le] < €max) = e
So, as the €, limit is increased, the probability of failure (1 — P(|e] < €uqy)) decreases exponentially. T use this

observation in the analysis below.

5.3.2 Description of the Protocol

In this section, I present my protocol, extending the deterministic RBS protocol to provide probabilistic clock synchroniza-
tion. The frameworks for providing external synchronization with UTC and for providing relative synchronization among
the nodes are different. In this work, I concentrate on providing relative synchronization, as it is sufficient for most sensor
network applications.

e For external synchronization, I assume the availability of GPS in a subset of the nodes. These nodes will be senders
of synchronization messages. The sensor nodes will synchronize with these GPS receivers using any of the many
sender-receiver probabilistic algorithms proposed previously [1, 10]. Obviously, the synchronization error will be
more than receiver-receiver synchronization because of the reasons pointed out in the Section 5.3.1.
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e For relative synchronization, I use receiver-receiver algorithm. The basic framework for providing the Always On or
Sensor Initiated model is the same. So, I present and analyse them together, pointing out the differences as and when
necessary. The steps in this protocol are described next. The subset of nodes chosen as senders is random among
the set of sensor nodes. If the relative density of sensor sender nodes and all sensor nodes is above a threshold, and
if I assume uniform distribution of the sensor nodes, then the presence of sender sensors in every broadcast region
can be assumed. But, this assumption is not necessary, as we will see in section 5.5, when I extend this protocol for
multihop synchronization.

The following happens for every sender sensor in a single-hop broadcast region. A particular sensor being in the
broadcast region of two senders will do all of the steps below separately for each sender. When synchronization is necessary
in a sensor-initiated model, the sensors needing synchronization send out a REQUEST. This request is broadcasted till it
reaches a sender sensor, which starts a cycle of the algorithm. In the Always On model, each sender sensor starts the cycle
and repeats it periodically (period is determined analytically in Section 5.3.3).

1. A sender broadcasts n reference packets to its neighbors. Each packet contains two counters, one showing a cycle
number, and another the reference packet number in the current cycle. The interval between each packet is fixed and
greater than some minimum, such that they are independent of each other.

2. Each receiver records the time according to its own local clock, when each of these reference packets are received.
Using these time-stamps, the receiver uses linear regression to fit a line on these data. The slope of the line will
approximate the relative clock skew between the receiver and the sender.

3. Each receiver sends back to the sender, a packet containing the slope of the line and one point on that line. The
sending back of these packets are jittered over an interval so that the packets sent back by different receivers have
less chance of colliding with each other.

4. The sender composes all these slopes together, and broadcasts a packet containing its relative clock skew slope to all
the receivers who have replied back.

5. Each receiver after receiving this packet, can now calculate its own slope relative to all the receivers in the broadcast
region of a a particular sender. So, for every pair of receivers, within the broadcast region of the sender, the clock
skew and clock offset are now known with some synchronization error. The Send Time and Access Time errors are
factored out when calculating this relative slope, as that error is the same for any two receivers. The only error present
will be that due to propagation time and receive time.

5.3.3 Mathematical Analysis

The preceding section shows how this algorithm keeps the clocks of sensor nodes synchronized. In this section I will
analyse the probabilistic guarantee of achieving the desired synchronization skew. I will derive how to convert the service
specifications (maximum clock synchronization error and confidence probability) to actual protocol parameters (minimum
number of messages and synchronization interval).

Synchronization overhead The error among the receivers is a normal distribution, as described in Section 5.3.1. Nor-
mal distribution makes it easier to study a distribution statistically. The following theorem gives a relation between the
synchronization error and its associated probability, with the message overhead.

For n synchronization pulses from the sender, the receivers exchange their observations via the sender. As explained
earlier, the slope of the skew between the receivers is found by a least square linear estimation using the n data points.
The calculated slope of the skew has an associated error in it. This error is the difference in phase between the calculated
slope and the actual slope. As the points have a Gaussian distribution, this error can be calculated. As the number of data
samples, n, increases, this error reduces.

Using the Gaussian distribution N (p, "—;) of Z, the synchronization error function can be found. Theorem 1 gives the
relation between the synchronization bound with associated probability, and the minimum number of messages necessary.
As the number of messages is the overhead of the protocol, this also gives the resource requirement to achieve a specified
synchronization bound. This is the error in synchronization at the time when synchronization is done.

Theorem 1: P(|e| < €ay) = 2 erf (\/HEmax)

[oa

where € is the clock skew at synchronization, €, is the maximum specified clock skew at synchronization point, n is the
minimum number of synchronization messages to guarantee the specified error, and o is the variation of the distribution.
Proof: The proof can be found here [41].
Synchronization interval The previous theorem specified the minimum synchronization error, given the number of
messages. That was the error in synchronization precisely when synchronization was done. In the next theorem, given a
maximum specified clock skew, a time period within which re-synchronization has to be done is derived.
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[ <zax T Probability ]| Number of messages ||

0.5 0.95 16
0.5 0.99 28
0.5 0.999 44
1.0 0.95 4
1.0 0.99 7
1.0 0.999 11
2.0 0.95 1
2.0 0.99 2
2.0 0.999 3

Table 1: Variation in probability and number of messages for different values of <
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Figure 11: Probability of achieved error being less than a maximum

Theorem 2: v,uux = €max + (Lsyne + Omax) P

where 7,4y is the maximum allowable synchronization at any point in time, Ty, is the time period between synchronization
points for the Always On model (time period of validity for Sensor Initiated model), p is the maximum drift of the clock
rate, and o,,,, is the maximum delay (after the synchronization procedure has been started) in the time values of one receiver
reaching another receiver.

Proof: The proof can be found here [41].

5.4 Evaluation

Theorem 1 gives the probability of achieved error being less than a maximum specified error as

\/ﬁ €max
g

P(le| < €max) =2 erf (

I can derive a relationship between n i.e. the number of messages and the achieved probability P. This relationship is

plotted in Figure 11. Each of the three different curves corresponds to the <24 ratio of 0.5, 1.0, and 2.0. Thus, given an

€max and the probability P of achieving an error € < €, I can find the required number of messages. As expected, if the

2
ratio increases lesser number of messages are needed in order to achieve a desired probability i.e. n o (er;’ax) . This
proportionality suggests that once the €,,, has been specified, the number of messages required is very sensitive to the
standard deviation. From Table 1, it is clear that for lower values for the ratio of <2 the number of messages required gets
quite large. For example, to achieve a probability of 0.99 with <4t = 1, the algorithm requires 7 messages whereas for

“Hax — 2, the algorithm requires only 2 messages.

5.5 Multihop Synchronization

In the previous section, I presented the algorithm for achieving probabilistic clock synchronization among all receivers
that are within a single wireless hop of a sender. In this section, I extend the algorithm to achieve clock synchronization
between receivers that may be multiple hops away from a sender. This multihop extension is in contrast to the multihop
extension proposed by Elson et al. [13] that assumes that all sensor nodes are always within a single hop of at least one
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Figure 12: Multihop clock synchronization

sender. Also, in order for two sensor nodes (present in the broadcast regions of two different senders) to be synchronized,
their algorithm requires the existence of a node that is within the broadcast region of both the senders. My algorithm does
not make any such assumptions, and sensor nodes in this algorithm are allowed to be multiple hops away from a sender and
still be synchronized with all other nodes within the nodes transmission range.

5.5.1 Protocol Description

For this protocol, I consider senders at various levels. A sender which does not need any synchronization (like the sender
in Section 5.3) is called a sender at level 0. A sensor node which is within the broadcast region of a sender at level 0 can
behave as a sender in order to synchronize sensor nodes which are two hops away from the sender at level 0. Such a sender
is called a sender at level 1. This can be extended for multiple hops from the sender at level 0.

The receivers which are within the broadcast region of the sender at level O get synchronized in the same way as
described in Section 5.3. Once these receivers get synchronized among themselves, each receiver starts behaving as a
sender at level 1 and starts sending n reference broadcast packets. In order to avoid collision of reference broadcast packets,
a sender at level 1 delays the transmission of its n reference packets until it does not hear the reference packets of any other
sender at level 1. These packets are received by all sensor nodes which are within the broadcast region of a sender at level 1.

Consider the scenario presented in Figure 12. Nodes R1, R2, R3 and R4 are within the broadcast region of the sender
S. Using the single hop synchronization protocol nodes R1, R2, R3 and R4 are synchronized among themselves. Suppose
R2 gets to be the first node to end the reference broadcast, that is R2 starts behaving as a sender at level 1. By a similar
synchronization procedure, R1, R3, R5, R6 and R7 get synchronized among themselves. Now suppose R6 needs to send
a message to R4. The message would have to be routed through a node which is synchronized with R6, say R3. The
assumption here is that due to the relative high density of sensor nodes, a node, such as R3 as shown in Figure 12, will
exist in the broadcast region of two senders; the two senders might be at the same level or they might be separated by
a single level. Now since R3 is synchronized with R4, R3 can transform the time reported by R6. Finally, since R3 is
synchronized with R4, R4 can transform the time reported by R3. Hence, all along the routing path of the message suitable
time transformations can be performed.

However, from the description of the protocol it seems that the protocol will have a very high overhead since the protocol
essentially floods the entire network with reference packets. This can be easily fixed by causing time synchronization to
be sensor initiated so that a sender (at any level) broadcasts reference packets only if the sender receives a request for
synchronization from a sensor node in the local broadcast region of the sender. This ensures that a node does not broadcast
reference packets if there is no sensor node in its local broadcast region that can listen to the reference packets.

5.5.2 Mathematical Analysis

The mathematical analysis of this protocol is similar to the mathematical analysis presented in Section 5.3.3. If €,y is the
maximum error between two receivers present in the broadcast region of a sender then the maximum error possible between
two sensor nodes which are k£ hops apart is k - €4y, and the average error is €4, = €qug - Vk.

Proof: The proof can be found here [41].

6 Research Plan

Following is the proposed schedule that leans towards optimism.

1. May.... Complete the design description and graph evaluation of the scheduling protocol. Submit it to POMC for
publication on May 30.

2. June.... Implement the scheduling protocol into ns-2 to evaluate together with the multi-scale architecture.
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3. June-July.... Build a few toy applications using the multi-scale communication primitives provided to show it’s

effectiveness. Evaluate the performance of the architecture for these applications.

4. July-August.... Final thesis write-up. Major thing extra from the proposal writeup are: the complete scheduling

design specification, evaluation of the distributed scheduling protocol, and evaluation of the multi-scale architecture
for a few applications with and without the TDMA scheduling.

5. August-end.... Defend PhD thesis.
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